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This is a standard notion in computable analysis due to Turing (1936).

Computability of real functions is effective continuity:

computable real functions are continuous

every continuous real function is computable in some oracle

Time-complexity was defined on this basis (Ko and Friedman 1980s).

Effective functions on the realsEffective functions on the realsEffective functions on the realsEffective functions on the reals
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OverviewOverviewOverviewOverview

1. Inversions of real functions

2. Oneway real functions

3. Collisions and hashing

4. Weakly oneway

5. Nearly injective

6. Unresolved problems



Continuous with  domain and  range

if total then uniformly continuous with  range

Properties of interest include many-to-one versus one-to-one and

Positive:Positive:Positive:Positive: they map a positive set to a positive set of reals

Random-preserving:Random-preserving:Random-preserving:Random-preserving: they map randoms to randoms

Proposition. Proposition. Proposition. Proposition. A partial computable function is positive iff it extends a random-
preserving partial computable function.

Positive and random-preserving maps can be treated as one.

Partial computable real functionsPartial computable real functionsPartial computable real functionsPartial computable real functions

Π2
0 Σ1

1

Π1
0
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There is no degree bound, even for total functions.

TheoremTheoremTheoremTheorem

There is a total poly-time computable random-preserving surjection  which has
no continuous inversion.

Total computable injections have computable inverses.

Proposition. Proposition. Proposition. Proposition. If a total computable  is injective on  then  is
effectively invertible.

Inversion-hardness from non-injectivity and partiality (domain complexity).

Complexity of inversionComplexity of inversionComplexity of inversionComplexity of inversion

f

f R f : R → 2ω
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The true sentences of arithmetic form a  singleton: .

Proposition. Proposition. Proposition. Proposition. There are partial computable  such that

 is injective and no arithmetical  can invert  on any real

 is uncountable and no  can invert  on any real.

Many other examples using facts from computability:

positive domain and/or range

random outputs or even random-preserving

for example  restricted to randoms.

Using domain complexityUsing domain complexityUsing domain complexityUsing domain complexity

Π2
0 ∅ ∈ω Π2

0

f , h :⊆ 2 →ω 2ω

f g f

dom(h) g ∈ Δ1
1 h

x ⊕ z ↦ x
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Randomized computations can occasionally be replaced by deterministic ones.

Randomized computationsRandomized computationsRandomized computationsRandomized computations
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Given  we say that  is a

positivepositivepositivepositive inversion of  if 

probabilisticprobabilisticprobabilisticprobabilistic inversion of  if 

Example. Example. Example. Example. There is an effective positive  which is probabilistically invertible but
has no positive inversion .

Restrict  to a  class of 2-randoms

Proposition. Proposition. Proposition. Proposition. The following are equivalent:

for positive many  there is a positive inversion  of 

there is a probabilistic inversion  of .

Probabilistic inversionProbabilistic inversionProbabilistic inversionProbabilistic inversion

f , g :⊆ 2 →ω 2ω g

f µ({y : f(g(y)) = y}) > 0

f µ({y ⊕ r : f(g(y ⊕ r)) = y}) > 0

f

≤T 0′

x ⊕ z ↦ z Π (0 )1
0 ′

r g ≤T r f

g ≤T ∅ f
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Proposition. Proposition. Proposition. Proposition. There is a partial computable  which is

random-preserving and nowhere effectively invertible

a.e. probabilistically invertible.

TheoremTheoremTheoremTheorem

If  is a positive partial computable function then it has a positive inversion
. If  is total then .

Question. Question. Question. Question. What is the complexity of probabilistic inversions of positive partial
computable functions?

ExamplesExamplesExamplesExamples

f :⊆ 2 →ω 2ω

f

g ≤T 0′′ f g ≤T 0′

--------
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Oneway real functionsOneway real functionsOneway real functionsOneway real functions



In computational complexity they are finite maps between strings that are

easy to compute but hard to invert, even probabilistically

Levin (2023) extended them to real functions:

partial computable, positive, with no effective probabilistic inversion.

and asked if they existasked if they existasked if they existasked if they exist. Last year (2024)

Gacs constructed one, except that it was not positive

We came up with a total random-preserving oneway surjection.

Properties of interest: total, surjective, injective, collision-resistant.

Oneway functionsOneway functionsOneway functionsOneway functions

6/27



A shuffle  is given by a computable injection  and

Shuffle maps on the realsShuffle maps on the realsShuffle maps on the realsShuffle maps on the reals

f : 2 →ω 2ω (a ) ∈i ωω

f(x)(i) := x(a ).i
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A shuffle  is given by a computable injection  and

Fact. Fact. Fact. Fact. The -shuffle is total computable (as fast as ) and

is random-preserving and surjective

is strongly nowhere injective:  is uncountable for each 

every probabilistic inversion of it computes .

Letting  be a -computable enumeration of  we get:

Theorem. Theorem. Theorem. Theorem. There is a total poly-time computable random-preserving oneway
surjection  such that any probabilistic inversion of  computes .

Shuffle maps on the realsShuffle maps on the realsShuffle maps on the realsShuffle maps on the reals

f : 2 →ω 2ω (a ) ∈i ωω

f(x)(i) := x(a ).i

(a )i i ↦ ai

f (y)−1 y

{a :i i ∈ ω}

(a )i O(i )2 0′

f f 0′
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Shuffles  are nowhere injective so an inversion  of 

makes choices on the unused bits

the set of unused bits is undecidable.

Why shuffles are onewayWhy shuffles are onewayWhy shuffles are onewayWhy shuffles are oneway

f g f
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Therefore if  attempts to effectively invert :

input-bits determined by  are later appended in the output

this makes the output predictable by 

almost all outputs are unpredictable (random)

So  fails to invert  almost everywhere.

Why shuffles are onewayWhy shuffles are onewayWhy shuffles are onewayWhy shuffles are oneway

g f

g

g

g f
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If  is the -computable enumeration of  and  is given by

the relativized shufflerelativized shufflerelativized shufflerelativized shuffle  is be given by

Fact. Fact. Fact. Fact. The relativized shuffle is computable as fast as  is and

is random-preserving and surjective

is oneway and has no continuous inversion

has a positive inversion 

and is strongly nowhere injective:  is uncountable for each .

Variations on shufflesVariations on shufflesVariations on shufflesVariations on shuffles

(a )i
z z z′ h (x)z

h (x)(i) :=z x(a )i
z

f : 2 →ω 2ω

f(x ⊕ z) := h (x) ⊕z z.

(a )i

g ≤T 0′

f (y)−1 y
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TheoremTheoremTheoremTheorem

For each c.e.  there is a total computable function which

is random-preserving and surjective

has an -computable inversion

is not probabilistically invertible on any random 

is oneway relative to any .

Injective oneway functions require partiality:

Proposition. Proposition. Proposition. Proposition. Every total computable random-preserving oneway function is
almost nowhere injective:  is perfect for almost all .

Variations on shufflesVariations on shufflesVariations on shufflesVariations on shuffles

A

A

y ≥T A

w ≥T A

f (f(x))−1 x

--------
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Collisions and hashingCollisions and hashingCollisions and hashingCollisions and hashing



 is negligible if the set of oracles that compute a member of  is null.

DefinitionDefinitionDefinitionDefinition

We say that  is collision-resistant if

is negligible. The members of  are called -siblings-siblings-siblings-siblings.

Levin (2024) noticed that shuffles

can be made weaklyweaklyweaklyweakly collision-resistant

cannotcannotcannotcannot be made collision-resistant.

and asked for a collision-resistant computable oneway real function.

Collision resistanceCollision resistanceCollision resistanceCollision resistance

C ⊆ 2ω C

f :⊆ 2 →ω 2ω

S :=f {(x, z) : x = z ∧ f(x) = f(z)}

Sf f
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The idea is to XOR the shuffle output with "random" bits.

Definition. Definition. Definition. Definition. A hash-shufflehash-shufflehash-shufflehash-shuffle  is given by

where  is a computable enumeration of  without repetitions.

Hashing the shufflesHashing the shufflesHashing the shufflesHashing the shuffles

f : 2 →ω 2ω

f(x)(i) := x(a ) ⊗i noise(i)

(a )i A
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The idea is to XOR the shuffle output with "random" bits.

Definition. Definition. Definition. Definition. If  is an infinite c.e. set a computable

is called an -hash-hash-hash-hash or simply a hashhashhashhash.

Let  denote XOR. We define hash-shuffleshash-shuffleshash-shuffleshash-shuffles.

Definition. Definition. Definition. Definition. The -shuffle-shuffle-shuffle-shuffle  is given by

where  is a computable enumeration of  without repetitions.

Hashing the shufflesHashing the shufflesHashing the shufflesHashing the shuffles

A ⊆ N

h : {σ : ∣σ∣ ∈ A} → {0, 1}

A

⊗

(h, A) f : 2 →ω 2ω

f(x)(i) := x(a ) ⊗i h(x ↾ai
)

(a )i A
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Let  be c.e. and  be an -hash.

PropositionPropositionPropositionProposition

The -shuffle is total computable as fast as  and is

random-preserving and surjective

nowhere injective:  is uncountable for each .

oneway relative to all .

But how should we choose  to make  collision-resistant?collision-resistant?collision-resistant?collision-resistant?

Let  be the universal partial computable binary predicate .

Hash-shufflesHash-shufflesHash-shufflesHash-shuffles

A = {a :i i ∈ N} h A

(h, A) h, i ↦ ai

f (y)−1 y

w ≥T A

h f

h φ (i)i
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Let  where

 is an effective enumeration of  and

 is an effective bijection between , 

and define the -hash-hash-hash-hash:

so the -shuffle-shuffle-shuffle-shuffle is given by .

Theorem. Theorem. Theorem. Theorem. There is a total computable function which is

random-preserving and surjective

oneway and collision-resistant.

Universal hashingUniversal hashingUniversal hashingUniversal hashing

A := {⟨σ , n ⟩ :i i i ∈ N}

(σ , n )i i 2 ×<ω ∅′

(σ, n) ↦ ⟨σ, n⟩ 2 ×<ω ∅′ N
A

h(τ) := {φ (n )ni i

   0
if σ ≺ τ ∧ τ ∈ 2i

⟨σ ,n ⟩i i

if σ ≺ τ ∧ τ ∈ 2i  ⟨σ ,n ⟩i i

h f(x)(i) =: h(x ↾⟨σ ,n ⟩i i
) ⊗ x(⟨σ , n ⟩)i i
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How can we control the strength of collision-resistance?

Avoid universality. Use c.e. computably inseparablecomputably inseparablecomputably inseparablecomputably inseparable sets .

Every non-computable c.e. degree contains such a pair .

TheoremTheoremTheoremTheorem

For each c.e.  there is a total computable function which is

random-preserving and surjective

oneway and collision-resistant relative to almost all oracles

not oneway and not collision-resistant relative to .

Variations on hash-shufflesVariations on hash-shufflesVariations on hash-shufflesVariations on hash-shuffles

B, C

B, C

A

A

--------
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Weakly oneway functionsWeakly oneway functionsWeakly oneway functionsWeakly oneway functions



DefinitionDefinitionDefinitionDefinition

A partial computable  is left-oneway if it has positive domainpositive domainpositive domainpositive domain and

for each partial computable . It is right-oneway if

for each partial computable  and it has positive rangepositive rangepositive rangepositive range.

These notions are considerably weaker than oneway functions.

Gacs (2024) showed that there is a left-oneway partial computable .

Left and right oneway functions (Gacs)Left and right oneway functions (Gacs)Left and right oneway functions (Gacs)Left and right oneway functions (Gacs)

f

µ({x ⊕ r : f(g(f(x), r)) = f(x)}) = 0

g

µ({y ⊕ r : f(g(y ⊕ r)) = y}) = 0

g

f
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They need not need to respect measure:

Proposition. Proposition. Proposition. Proposition. There is a

left-oneway  which is not positive (not random-preserving)

right-oneway  which is not positive (not random-preserving)

If they do, right-oneway is a stronger notion:

PropositionPropositionPropositionProposition

every random-preserving right-oneway  is left-oneway

there is a random-preserving left-oneway  which is not right-oneway.

Oneway versus left and right oneway functionsOneway versus left and right oneway functionsOneway versus left and right oneway functionsOneway versus left and right oneway functions

f

f

f

f
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Question. Question. Question. Question. Is there an injective oneway real function?

All constructions of oneway real functions rely on non-injectivity.

We know that oneway injections are:

partial: their domain does not contain any positive  class

not oneway relative to any almost everywhere dominating oracle.

By a direct measure-type priority construction we show:

Theorem. Theorem. Theorem. Theorem. There is a left-oneway partial computable injection.

Oneway injectionsOneway injectionsOneway injectionsOneway injections

Π1
0

--------
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Nearly injectiveNearly injectiveNearly injectiveNearly injective



We say that  is two-to-one if .

Theorem. Theorem. Theorem. Theorem. There is a total poly-time computable  such that:

 is a two-to-one random-preserving surjection

 is almost everywhere effectively invertible

every  that inverts  computes 

and the latter holds for the restriction of  in any cylinder .

The form is  where

 selects positions of -bits used in (copied into) 

all but at most one position  are used in .

f : 2 →ω 2ω ∀y,  ∣f (y)∣ ≤−1 2

f : 2 →ω 2ω

f

f

g :⊆ 2 →ω 2ω f 0′

f [[σ]]

f(x ⊕ z) := h (x) ⊕z z

hz x h (x)z

kz h (x)z
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if  all -positions are used in 

if  all -positions except  are used in .

Given  we update the unused  if

either  which we call a -permission

or  which we call a -permission

Goal: given inversion , for each  produce  with  and .

Blueprint for two-to-one functionsBlueprint for two-to-one functionsBlueprint for two-to-one functionsBlueprint for two-to-one functions

lim k =s s
z ∞ x h (x)z

lim k =s s
z kz x kz h (x)z

E ∈s
z Σ1

0 ks
z

k ∈s
z ∅s

′ ∅′

E (k )s
z

s
z z

g n z, s k =s
z n ¬E (k )s

z
s
z
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Theorem. Theorem. Theorem. Theorem. There is a total poly-time computable  such that:

 is a two-to-one random-preserving surjection

every  that inverts  computes 

Let  and

To select the next -bit used in  let  where:

Given inversion , for each  produce  with  and .

Use  to determine if .

f : 2 →ω 2ω

f

g :⊆ 2 →ω 2ω f 0′

f(x ⊕ z) := h (x) ⊕z z

k :=s+1
z {s + 1

ks
z

if k ∈ ∅  or z(⟨k , s⟩) = 1s
z

s
′

s
z

otherwise.

x f(x ⊕ z) h (x; s) :=z x(p )s
z

p :=s
z {s + 1

ks
z

if k = ks+1
z

s
z

otherwise.

g n z, s k =s
z n ¬E (k )s

z
s
z

g(f(0 ⊕ω z)) n ∈ ∅′
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Theorem. Theorem. Theorem. Theorem. There is a total poly-time computable  with:

 is a two-to-one random-preserving surjection

for each partial , with positive probability,  fails to invert 

and the latter holds for the restriction of  in any cylinder .

 and 

Issue: inversions can only be assumed almost total.

Solution: work with incomplete randoms.

Let  be the th column of  and  a member of a universal test.

f : 2 →ω 2ω

f

g ≥T ∅′ g f

f σ

f(x ⊕ z) := h (x) ⊕z z h (x; s) :=z x(p )s
z

zn n z U
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Updates of  coincide with those of  and are due to one of:

 which we call -permission of  at 

 which we call -permission of  at .

Let  be the non-decreasing counter with

where  counts the updates of  and

 selects the next -bit in .

kz dz

d ∈s
z ∅s

′ ∅′ ks
z s + 1

z ∈ds
z

Us z ks
z s + 1

ks
z

k :=s+1
z {s + 1

  ks
z

if d ∈ ∅  or z ∈ Us
z

s
′ ds

z

s

otherwise

d :=s
z ∣{t < s : k = k }∣t+1

z  t
z kz

p :=s
z {s + 1

  ks
z

if k = ks+1
z

s
z

otherwise

h (x; s) :=z x(p )s
z x f(x ⊕ z) := h (x) ⊕z z
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Theorem. Theorem. Theorem. Theorem. There is a total poly-time computable  with:

 is a two-to-one random-preserving surjection

for each partial , with positive probability,  fails to invert 

For each  there exist  such that

 is weakly -random and  is random

no column  of  is random and .

Effectively in  and  we can define  and  such that

 and 

 is weakly -random.

Given a.e. inversion , use  to determine if .

f : 2 →ω 2ω

f

g ≥T ∅′ g f

r ≥T ∅′ y, w

y ⊕ w r y

wn w r ⊕ y ⊕ w ≥T ∅′

y ⊕ w n z s

d =s
z n (lim k <t t

z ∞ ⟺ lim k =t t
z k ⟺s

z n ∈ ∅ )′

y ⊕ z r

g g(f(x ⊕ z)) n ∈ ∅′

--------
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Unresolved problemsUnresolved problemsUnresolved problemsUnresolved problems



We know that  characterizes the strength of total oneway functions.

Question. Question. Question. Question. Which oracles  can probabilistically invert every

1. random-preserving partial computable function ?

2. random-preserving partial computable injection ?

for (1)  is sufficient and  is necessary

for (2) computing an almost everywhere dominating  suffices.

Question. Question. Question. Question. Is there a partial computable oneway injection?

Oracles for inversionOracles for inversionOracles for inversionOracles for inversion

0′

x

f

f

x ≥T ∅′′ x ≥T ∅′

(m )i
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QuestionQuestionQuestionQuestion

Which oracles  can compute an injective restriction for each random-preserving
partial computable function?

We know that  suffices.

TheoremTheoremTheoremTheorem

If  is partial computable and random-preserving there is  which

is an injective restriction of  and 

has  domain and positive  range.

Making positive maps injectiveMaking positive maps injectiveMaking positive maps injectiveMaking positive maps injective

x

0′

f h

f h ≤T 0′

Π (∅ )1
0 ′′ Π (∅ )1

0 ′′

--------
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